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Overview on
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Computerized system validation

The purpose of the validation process 1s to provide a high degree of assura
specific process will consistently produce a product which meets predeter
specification and quality attributes.

- The process used to ensure and document that a computer based system wi
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[t is a process of achieving and maintaining compliance with applicable G
regulations and fitness for intended use of computerized system.

Computerized system validation is the process of testing/validating/qualifying
regulated (E.g., FDA 21CFR11) computerized system to ensure that it does ex
what it 1s designed to do in a consistent and reproducible manner that is as safe;
reliable and traceable

according to predefined requirements.

Systems meet the business needs of their users.
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Difference between Computer System & Computeriz

Computer System Computerized System
» A computer is a device that accepts » A computerized system consi

information in the form of digitalized hardware, software and netwo

data and manipulates it for some result components which together ful

based on a program or sequence of functionalities. It can also be det |
instructions on how the data is to be logical entity partially or entirely lle
processed. A system including input of by computers but may also includéSome
data, electronic processing and output equipment, utilities, sensors & actus

of information to be used either for along with the governing proced

reporting or automatic control.  » For examble Buildine Matiat
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System; Automated manufa
Laboratory System; Doc
Management System;




CSV in pharma helps prove that the company's computerized systems are abiding by the g
regulations. It's the responsibility of the CSV specialist to understand each applicable regul
computerized system compliance.

CSV is the FDA's response to an increasingly growing demand from pharmaceutical industrie
paperless systems and to prevent falsification and misinterpretation while ensuring security,
authenticity, integrity, and confidentiality

Computer system validation is a documented process that is required by regulatory agencies aro
world to verify that a computerized system does exactly what it is designed to do in a consiS‘tent an
reproducible manner. \

To comply with the FDA regulations. \.

To avoid failing an FDA audit which can result in FDA inspection observation (“483s’’) and \'
letters.



» Prospective validation — the validation of a new system as it is develop
» Retrospective validation — the validation of an existing system.

» Concurrent Validation. - The validation is based on data collected during
actual performance of a process already in place.

» Revalidation (Periodic and After Change) - The implementation of a
program of repeat validations based on time or due to changes in the oper\s,flting
environment. |
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» Prospective validation — the validation of a new system as it is develop
» Retrospective validation — the validation of an existing system.

» Concurrent Validation. - The validation is based on data collected during
actual performance of a process already in place.

» Revalidation (Periodic and After Change) - The implementation of a
program of repeat validations based on time or due to changes in the oper\‘e\lting
environment. \



Benefits of CSV Conducting

» Cost of compliance 1s low comparing with the cost of non-co
» Provide documentation required by FDA, other regulatory agen
» Maximizes the value of the computer system and the employees

» Reduces labour costs by increasing employee’s efficiency and
effectiveness.

» Saves money by discovering defects early.
» Reduces risk.

» Promotes continual process improvement.




Key Objectives of CSV

Product
quality

Patient
safety
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Regulatory requirements

» FDA published a guide to the inspection of computerized systems in pha
processing, also known as the ‘bluebook’ (FDA 1983).

» Part 11 applies to electronic records and electronics signatures that persons
modify, maintain, archive, retrieve, or transmit under any records or signa
requirement set forth in the federal, drug, and Cosmetic Act, the public health
Act (PHS Act), or any FDA regulation.

» FDA introduced 21 CFR Part 11 for rules on the use of electronic records "and
electronic signatures (FDA 1997).




CFR (Code of Federal Regulations)

» The Code of Federal regulations (CFR) 1s the codification
and permanent rules and regulation published in the federal r¢
executive departments and agencies of the federal government ¢
states

» The Code of Federal Regulations (CFR) annual edition 1s the co
of the general and permanent rules published in the Federal Registt
departments and agencies of the Federal Government. It 1s divided
titles that represent broad areas subject to Federal regulation. Eac
divided into chapters, which usually bear the name of the issuin
Each chapter is further subdivided into parts that cover speci
areas. Large parts may be subdivided into subparts.




Divided into
3 Sub-Part
* Subpart-A .
Title 21
* Subpart-B T
*  Subpart-C
Which is

f

|

Code of Federal Regulations

Which is

L L] L] L

Coded (numbers and letters) set of:
by the federal government of th

Section of the CFR that applies to food and drugs

Specific to electronic recor
signatures, which includes
the FDA

Ensure data is not corrupted
Data is secure.

Approvals cannot be repudiate
Changes to data can be traced.



Computerized system validation

21 CFR PART 11

/21 CFR Part 11: allow the industry to use electronic records and signature alternatively to paper records and hand written
signature.
21 CFR Part 11 applies:
*To all FDA regulated environments — when using computers in the creation, modification, archiving, retrieval or
transmission of the data or records.
=To records required by predicate rules — GLP, GMP, GxP, that impact patient safety.
\-The Following are the sections in which the 21 CFR Part 11 is broadly divided into

SUBPART A * Part 11.1 — Scope
* Part 11.2 — Implementation

General provisions * Part 11.3 — Definitions

* Part 11.10 — Controls for closed systems
SUBPART B * Part 11.30 — Controls for open systems

. * Part 11.50 — signature manifestations
* Part 11.70 — Signature / Record Linking

SUBPART C * Part 11.100 — General requirements
- * Part 11.200 - Electronic signature components and controls.
Electronic signature * Part 11.300 — Controls for identification codes / passwords




SUBPART — B (Electronic records)

>

» System generating electronic records shall be adequately validated.

» Any electronic records that require signature must include signer name, time stamp and m

b)
¢)

d)

Part 11 defines an electronic record as : any combination of text, graphics, data, audio,
information representation in digital form that is created, modified, maintained by a co

signature.

Organizations using electronic records must establish and documented procedures and contro
ensure the following in their electronic records:

Authenticity
Integrity
Confidentiality (when appropriate)

Irrefutability (i.e. no way to deny that a record is genuine)



Computerized system validation

SUBPART — C (Electronic signature)

» Part 11 defines an electronic signature as : a computer data compilation
or series executed, adopted, or authorized by an individual to be the legal
equivalent of the individual’s handwritten signature.

» The organization seeking to implement electronic signature shall inform FD
implement the E-sign in place to hand written signature.

» There are specific requirement for electronic signatures that are biometric (e.g.
fingerprint scan/ face recognition/ retina scan) and those that are not (e.g. user

password).
» Each person using an electronic signature must:

2) Have their identity confirmed.

b) Use a unique signature that has never been and will never be use
individual.



What 1s GAMPS

B

Good Automated manufacturing practice (GAMP) is both a technical subcommittee o
Society for pharmaceutical engineering (ISPE) and a set of guidelines for manufacturer.
automated systems in the pharmaceutical industry.

Good Automated manufacturing practice (GAMP) guidance aims to achieve validated an
automated systems meeting all current healthcare regulatory expectations, by building upo
industry good practice in an efficient and effective manner.

The most well-known guideline is the Good Automated manufacturing practice (GAMP) gui
validation of automated systems in pharmaceutical manufacture. The last major revision (G
released in February 2008.

The purpose of GAMP 5 is to achieve compliant computerized systems that are fit for 1ntende 4
efficient and effective manner to meet current regulatory requirements. |

The following GAMP 5 software and hardware categories are used to establish the valid
determine the deliverables:



Computerized System Classification based on G

ot

Product cannot be _
. . These application are
configured or some times Configuration can be done
; . developed to meet the
Operating system can be configured but only to meet the user specific .
specific needs of the
the default can needs. reoulated compan
configuration can be used. gl pany.

Infrastructure Software

including Operating TLC, EMPOWER,

System, Database LABSOLUTIONS,
managers,

Custom build, Bespoke

LIMS,SCADA,QMS,DMS Software-Amazon.com,
EBay, Flipkart.




Computerized System Classification based on G

GAMPS

\

| l
Hardware Category 1 Hardware Category 2

Standard Hardware Components

Custom Built Hardware Components

\

* Record model, version, serial number, verify
correct installation/ connection, apply change
control

» Hard drives, Monitors, CPU, scanners,
Printers

* As for standard components but also

i lann o ol m s s suae o a PRSP |

requirc a acsigin spcuificaﬁuu ana
acceptance test, Supplier may be audited.
* PCB, finger print machine.




Key points of Computerized system validation

$

21 CFR Part 11




V- model approach for computerized software system validation

Validation approach- Validation approach of computerized system is aimed at achieving and
compliance with applicable GxP regulations and fitness for intended use by adoption of principl
life cycle activities within the framework of validation plans and reports. The complete validatio
explained through below ‘V’ model approach.

|< Development > Maintain

—

Daccwaonrd

Security,
Backup, ERES,
Roles
Responsibility
Audit Trail
Review/ Risk
Assessment

FATI SAT = Validation gj:;ie""

N wa hanld tha naht evetarnm™? N wa hauld theae cevetam rnaht™? P VR ———

Vendor Audit




GAMP 5 Model
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System Buid




Validation stages:

(. URS ( « FRS

. IRA « FRA

. GxP . DCS (DQSR)
. VP

(

* VSR with T
* SRC

-
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“Validation Approach”
Validation of GxP impacting computerized system
should be based on the following key steps:

" High Level Risk Assessment

" Implementation of life cycle model for GxP
impacting computerized system
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Validation deliverables:

User Requirements Specification (URS)

GxP Assessment (GxP) / (IRA)
Validation Plan (VP)

Function Specification (FS)

Functional Risk Assessment (FRA)

Design Qualification Summary report (DQSR)
Installation Qualification (IQ)

Operational Qualification (OQ)

Performance Qualification (PQ)

Validation Certificate

Reference/Requirement Traceability Matrix (RTM)
Validation Summary Report (VSR)
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“Identification of level of Risk”

For GxP relevant system, assess the ‘Level of Risk’
® Assessment regarding GxP relevance (Yes/No).

* Assessment regarding Business relevance (Yes/No).

®  Assessment regarding Failure Consequence (High/Moderate/Low).
* If system has direct impact on, Product Quality, Patient safety and

Data Integrity then system failure consequences shall be “High”.

e N~ As
v 1NV

* No impact then rate as “Low”.




User requirement specifications

» URS should be developed based on the business process

» URS is required for all the GxP computerized systems

» This documents must be prepared by the system owner and reviewed by the process own
SME and approval by the QA

» The documents shall incorporate the below requirement (Regulatory),
But not limited to

1. Security and administration

2. Functionality

3. Electronic records and audit trail

4. Backup and restoration

5. Environmental conditions




Initial Risk Assessment/GxP

» IRA shall be performed before or parallel with the development of the u
requirement specification.

» The IRA should determine the potential GxP implications arising from the
computerization of the process.

» The IRA shall assist in determining the following but not limited to

1. GAMP software categorization

2. Software and hardware categorization
\ 3. ER/ES Selection



Validation Plan

» A validation plan must be produced for each GxP computerized system

» The validation plan will define the activities to be undertaken to demonstrate the system
complaint state and fit for intended purpose

» The validation plan should include the below mentioned areas, but are not limited to:
1. Project and system overview
2. Vendor

3. Roles and responsibilities

4. Validation strategy

5. Supporting process

6. Validation deliverables



Functional risk assessment

» The risk assessment should be done as per the principle of failure mode, effects, and ¢

» Risk assessment consists of the identification of hazards and the analysis and evolution
associated with exposure to those hazards.

» Quality risk assessments begin with a well-defined problem description or risk question.
in question is well defined, an appropriate risk assessment tool and the types of information
address the risk question will be more readily identifiable.

» Hence the risk assessment will answer the three following questions:
. What might go wrong?(Risk identification/ unwanted event)

2. What are the consequences? (severity / Impact)

1. What are the likelihood (probability and Occurren will go wrong

4. What is the detectability if it goes wrong?




Installation qualification

» 1Q should demonstrate that the correct software and hardware are install
configured in line with the specification documents in applications
environments, (Dev/Quality/Prod.)

» The IQ should include the below mentioned areas, but are not limited to:
1. Equipment/ Instruments details
2. Hardware & Software requirement (Server)

3. Hardware & Software Components




Operational qualification

» OQ verifies that the system is operates according to written and pre approved specifica

» OQ testing should demonstrate correct operation of the functionality that supports speci
process.

» The OQ should include the below mentioned areas, but are not limited to:
1. Security & Administration

2. User Privileges

3. Boundary parameters

4. Functionality

5. Reports & audit trail

6. Communication & power failure

7. Data Backup & Restoration



Performance qualification

» PQ verifies that the system is capable of performing the activi
process according to written and pre approved specifications.

» PQ 1s carried out in the production environment.
» The testing of the system demonstrates the fitness for intended us

» PQ shall be performed according to the organization procedure or
policy. Like all the OQ test script will be executed in the productlon
environment | '

e - L‘ ‘ - ,‘,-

P 1 Ile Wlll usc [IIG by_b[
for intended use or not.



Requirements Traceability matrix
» RTM ensures that the requirements are verified and ca
traced and shows that requirement has been met.

» The relationship between URS, FS, DS and Verification
applicable shall be mapped.




Validation Summary report

» VSR summarize the validation effort and to assess the associated activit

» The report should also summarize changes from the validation plan, resol
defects and a statement of fitness for intended use.

» Summarize the list of validation deliverables.

» The VSR should include the below mentioned areas, but are not limited to:

1. Defects
2. SOPs
\ 3. Training

4. Change control and final system validation approval.
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CSV Regulations

**  21CFR 11, Electronic record & Electronic Signatures,
Subpart B-Electronic Records, Sec11.10, Controls for closed systems:-

a) Validation of systems to ensure accuracy, reliability, consistent intended
performance, and the ability to discern invalid or altered records.

.

% 21CFR part 211, Current Good Manufacturing practice for Finished
pharmaceuticals

Subpart D, Equipment, Sec. 211.68(b).

Input to and output from the computer or related system of formulas or other
records or data shal be checked for accuracy.

% 21CFR part 1271, Human cells, Tissues, Cellular and Tissue based products,
Subpart D, Current good tissue practice, Sec. 1271.160(d)
You must validate the performanceof computer software for the intended use.
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CSV Regulations

**  21CFR 820, Quality System Regulation,
- Subpart C-Design Control, Sec. 820.30(g),

Design validation shall include software validation and risk analysis.
®  Subpart G-Production and Process Control, Sec. 820.70(1),

When computer or automated data processing system are used as apart of production
or a quality system, the manufacturer shall validate computer software for its
intended useaccording to an established protocol.

¢ Eudralex vol.4, Good Manufacturing practice, Medicinal product for Human and
veterinary Use. Annex11 Computerised systems.

The application should be validated: IT infrastructure should be qualified.

-

% ICH Q7A, Good Manufacturing practice for Active pharmaceutical Ingredients

GMP related computerized system should be validated. The depth and scope of the
validation depands on the diversity, complexity and criticality of the
computerized application.
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» Contact person :- Krishna Sanjwal
» Contact No :- +91 7678251247
» Email id :- calibration2526@gmmail.com




